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Abstract—Mashups are web applications that combine content 
from different sources in a new way, generating valuable 
information, useful new applications or services. As more and 
more enterprises are engaged in mashup initiatives, developing 

created meaningful Web mashups such as the 
geovisualization mashup and service mashup produced by 
combining components of existing Web sites, Web services 
and applications [4, 5]. Web mashups are defined as Web 
applications generated by combining content, presentation, 
or application functionality from disparate Web sources [6, 
7]. 
    Web mashups are very enticing to enterprises because 
web mashups offer many benefits such as bringing disparate 
applications together, enhancing existing data source with 
extra information, improving the usability of existing 
applications, and making a web site or service more 
informative, engaging, entertaining, and dynamic [8, 9]. 
Despite these benefits, there are many security and privacy 
concerns associated with Web mashups. In particular, 
security is a big concern for enterprise mashups [10, 11, 12, 
13]. Many mashup applications often include components 
from third parties. If one of the components is infected with 
malware, the mashup application becomes vulnerable. A 
malicious mashup component can inject malicious code into 
an application to achieve many common attacks including 
Cross-Site Scripting (XSS),Cross-Site Request Forgeries 
(CSRF), JSON (JavaScript Object Notation) Hijacking, 
Iframe Insertion Attack, RSS Injection and Denial of 
Service (DoS) and even possibly stealing sensitive user 
information [14, 15]. For example, RSS feeds are often 
injected with malicious codes; a malicious mashup 

component may pass confidential user data to a foreign Web 
server [15, 16]. 
    Enterprises face many cybersecurity risks. Many 
companies had major data breach in recent years. Thus, 
more and more enterprises become concerned about 
cybersecurity and hope to enhance the security of their 
enterprise systems and applications including mashup 
applications. However, a global security study by Cisco [17] 

of security training, we propose that enterprises offer 
customized or specific security training and resources to 
help their IT staff such as analyst and developers enhance 
application development.  
    As for as this paper is concerned, we are interested in 
helping enterprises enhance the security of their enterprise 
mashups.  Many enterprises have multiple mashup 
developers and often develop or adopt more than one type 
of mashup to support their business needs or processes [19]. 
As more and more enterprises are engaged in mashup 
initiatives, developing training resources for secure mashup 
development becomes necessary to ensure that 
organizations can receive the maximum benefits from their 
mashup applications and reduce potential security breaches 
or attacks.  However, there is little research available to help 
enterprises develop training resources for secure mashup 
development in the enterprise environment.   

 

II. LITERATURE REVIEW 

A. Enterprise Mashups 
     Enterprise Mashups are user-created applications that 
combine internal and external sources and publish the 
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proactive or preventative ways to secure their mashup 
applications.  
   In an effort to address this problem, we must develop 
training resources and offer relevant mashup security 
training to mashup developers. Thus, in addition to 
providing traditional security training documentations to 
mashup developers, enterprises need to find innovative 
training methods that will increase their knowledge and 
motivation to implement secure web mashups. Developers 
must know the benefits of good security practices as well as 
the consequence of incompliance with security practices in 
order to reduce the loss caused by various attacks on 
mashup applications [36, 37]. Thus, we propose a 
framework to help developers learn secure web mashup 
development more effectively and efficiently. A detailed 
introduction to the proposed framework (see Figure 1) is 
provided as follows. 

 
Figure 1: A proposed framework to develop a library of 

worked examples for secure mashup development 
 
1) Developing case-based worked examples for secure 

mashups. Learning and training are not easy without 
easy access to sufficient examples. Many researchers 
indicate that examples are effective means of teaching 
tacit knowledge [38, 39]. In particular, worked examples 
typically help students learn by studying completely 
worked-out problems and then tackling problems to 
solve [40, 41]. Research suggests that worked examples 
can improve the efficiency of learning (i.e., achieving 
the same learning goals in less time) and are particularly 
effective for low prior-knowledge learners [42, 43]. To 
develop worked examples, a method is to interview 
experienced mashup developers and security experts to 
get their input or collect examples directly from them. 
On the other hand, worked examples can also be 
developed through examining existing literature 
including various reports, articles and online resources.  

2) Developing a Web-based case library to store worked 
examples. Case libraries have received increasing 
attention in educational fields. Each worked example can 
be treated as a case and stored into a case library.  In 
order for learners to learn through cases, cases must be 
stored properly for easy retrieval and use. The case 
library approach has been used to store cases in order to 
facilitate training. For example, He [44] suggested using 
a case library to store the historical cost estimation 
information for online course development and then use 
this case library to help online course administrators to 
estimate the costs needed for developing online courses 
in the future. Many examples demonstrate that case 
libraries are an effective means to support learning and 
training [43, 44]. So far we have not yet found an open 
access Web-based case library that is designed 
specifically for secure mashup development.  

3) Using the case library to support training for secure 
mashup development. Novice mashup developers can 
search the case library to find cases or worked examples 
that meet their development needs. Through studying 
and testing worked examples stored in the case library, 
novice mashup developers can easily acquire specific 
security knowledge and techniques and use the gained 
knowledge to design and develop secure mashups. A 
case stored in the case library can be further improved or 
enriched by adding additional materials such as 
discussion questions and practice exercises to enhance 
the learning and training.  Metadata can be used to 
enable the efficient search and browsing of cases in the 
case library. 

To demonstrate how a case looks like, we created a 
preliminary example as shown in Figure 2. This example 
was developed using several online resources we found on 
the Internet [15, 16, 45].  
 

IV. CONCLUSION 
The growing mashup popularity requires both enterprises 
and their developers to pay attention to the security aspect 
of mashup applications [46]. Cybersecurity issues are 
associated with Web mashups, which are vulnerable to 
many threats and attacks. Security is especially important 
for complex enterprise mashups, where regulations, service 
level agreements or contracts need to be respected [10]. 
Research on mashup security has resulted in approaches for 
mitigating mashup security threats, but this information has 
not been made readily available for training mashup 
developers to develop secure mashups. Currently, there is 
little research available to help enterprises develop resources 
for enhancing secure mashup development in the enterprise 
environment.  In this paper, we propose a framework that 
uses a case library and worked examples to develop training 

279281281



280282



[40] R. K. Atkinson, S. J. Derry, et al., “Learning from Examples: 
Instructional Principles from the Worked Examples Research”, Review 
of the Educational Research, 70(2): 181-214, 2000. 

[41] J. Sweller, and G.A. Cooper, “The use of worked examples as a 
substitute for problem solving in learning algebra”, Cognition and 
Instruction, 2: 58-89, 1985. 

[42] P. Gerjets, K. Scheiter, and R. Catrambone, “Designing instructional 
examples to reduce intrinsic cognitive load: Molar versus modular 
presentation of solution procedures”, Instructional Science, 32, 33-58, 
2004. 

[43] A. Rourke, and J. Sweller, “The worked-example effect using ill-
defined problems: Learning to recognise designers' styles”, Learning 
and Instruction, 19, 185-199, 2009. 

[44] W. He, “A Framework of Combining Case-Based Reasoning with a 
Work Breakdown Structure for Estimating the Cost of Online 
Course Production Projects”, British Journal of Educational 
Technology. DOI: 10.1111/bjet.12043, 2013. 

[45] Open Web Application Security Project. Available at  
https://www.owasp.org  

[46] W. He, and S.H.  Zha, “Insights into the Adoption of Social Media 
Mashups”,  Internet Research, 24(2), pp. 160-180, 2014.  

 
 
 
 
 

 
 
 

 
Figure 2. A Preliminary Example 
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