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Abstract— In this pilot study, we have (i) examined the relative 
importance of ten factors that can be used for developing new 
training methods and materials to improve employees’ 
awareness and skills to defend against cyber risks, and (ii) 
investigated the relationship between an explicit security policy 
at the organizational level and individual employee’s behavior 
and beliefs toward cybersecurity issues. Our results show that 
an explicit cybersecurity policy does positively affect 
employee’s behavior towards information security risks.  The 
insights drawn from this pilot study can be employed toward 
encouraging and enhancing employees’ cybersecurity behavior 
both in the workplace and outside the workplace.1 
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I.  INTRODUCTION 
As the Internet applications increases in volume and 

complexity, malicious content and attacks are evolving and 
as a result the society is facing a greater security risk in the 
cyberspace than before.  In recent years, Web 2.0 sites and 
social media sites are becoming very popular among 
Internet users. However, Web 2.0 sites and social media 
sites such as Blog, Facebook, MySpace, Twitter, and 
LinkedIn can pose a variety of serious security risks and 
threats to unwary users and their organizations.  

As more and more organizations become increasingly 
concerned about the cyber risks in the workplace, many 
organizations are looking to implement their cybersecurity 
policy effectively. However, a global security study by 
Cisco [1] [2] revealed that security policies do not always 
work effectively for employees. Some employees in their 
organizations do not understand security policies and tend to 
underestimate security risks even though these employees 
receive a written security policy and instructions.  

In this pilot study, we intend to extend the published 
studies on cybersecurity by theoretically defining the 
conceptual domains of employs’ online security behavior 
and beliefs, and developing operational measures specific to 
advancing online security behavior research in the 
cyberspace workplace. We believe that this research context 
is particularly applicable for the emerging area of 
information security policy.   

                                                           
1 This research is sponsored by National Science Foundation.  Grant Award No. SES-1318470 

II. BACKGROUND 
In order to develop effective security policies and 

provide awareness training to employees on a regular basis, 
employee’s online security behavior must be understood 
before effective policies and training materials can be 
developed.  In the past, various security measures have been 
proposed. For example, anti-virus software have been 
developed, information management standards have been 
proposed, secure systems design methods have been tested, 
and information systems security policies have been 
established [3][4][5][6].  However, not many organizations 
could successfully adopt these measures.  On the other hand, 
very often, employees do not actively comply with 
information systems security policies and procedures.  This 
kind of behavior places the organizations’ assets and 
business in danger [6] [7].  Therefore, availability of 
security policy at the organizational level and employee’s 
behavior towards security policies must be fully understood 
before proper user education and training materials can be 
developed to enhance security awareness and personal 
responsibility to prevent security breach such as malware 
and system hacking [6].  

 

 
Figure 1. Conceptual Model 
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The information security community has come to realize 
that the weakest link in a cybersecurity chain is human 
behavior. In this paper, we articulate on the following 
research question: how can we effectively improve 
employees’ cybersecurity posture to engage them in secure 
behavior online?  To address this question, we intend to (i) 
examine the relative importance of the factors that can be 
used as a foundation for developing new training methods 
and materials to improve employee’s awareness and skills to 
defend against cyber security risks, and (ii) investigate the 
relationship between the availability of security policy at the 
organization and individual employee’s behavior and beliefs 
toward cybersecurity issues.   

Figure 1 illustrates a conceptual model for analyzing the 
effects of explicit cybersecurity policy on employee’s 
behavior and beliefs toward cyber risks. Some of the 
variables used in the model re adopted from the Protection 
Motivation Theory (PMT) [8] [9]. PMT includes three 
factors that explain how threats are perceived, termed as 
threat appraisal factors. These are rewards or benefits (any 
intrinsic or extrinsic motivation for increasing or keeping an 
unwanted behavior), severity (the magnitude of the threat), 
and vulnerability (the extent to which the individual is 
perceived to be susceptible to the threat). PMT also includes 
three factors that explain an individual’s ability to cope with 
the threat, termed as coping appraisals. They are response 
efficacy (the belief in the perceived benefits of the coping 
action by removing the threat), response cost (to the 
individual in implementing the protective behavior), and 
self-efficacy (self-confidence in his/her skills or ability in 
practicing computer security). In addition, some other 
studies [10] [11] [12] show that perceived barriers, peer 
behavior, and cues to action (experiences or triggers that 
would motivate and activate a user to practice computer 
security) also have some effects on users’ security behavior. 
Ten hypotheses that are generated based on the conceptual 
model (Figure 1) and the published literature will be tested 
using data from a survey on “Employees’ Online Security 
Behavior and Beliefs.”    

 
H1: Explicit cybersecurity policy affects employee’s 

perceived susceptibility to security incidents. 
H2: Explicit cybersecurity policy affects employee’s 

perceived vulnerability of security incidents. 
H3: Explicit cybersecurity policy affects employee’s 

perceived severity of security incidents. 
H4: Explicit cybersecurity policy affects employee’s 

perceived benefits of practicing security procedures. 
H5: Explicit cybersecurity policy affects employee’s 

perceived barrier of practicing security procedures. 
H6: Explicit cybersecurity policy affects employee’s 

perceived cost of practicing security practices. 
H7: Explicit cybersecurity policy affects employee’s 

response efficacy of practicing security practices. 
H8: Explicit cybersecurity policy affects employee’s cues 

to action when practicing security practices. 

H9: Explicit cybersecurity policy affects employee’s 
security self-efficacy. 

H10: Explicit cybersecurity policy affects peer behavior of 
practicing security practices. 

III. DATA, METHOD AND RESULTS 

A. Data Collection 
In this research, the unit of analysis is individual 

employee.  The data is collected from late 2013 to early 
2014 at a state university in Virginia, USA.  The behavior 
and belief variables are assessed on a seven-point Likert 
scale, ranging from strongly disagree (1) to strongly agree 
(7).  A total of 197 responses are used for analysis.  The 
demographic data presented in Table I shows that sixty-nine 
percent of the respondents are female and thirty-one percent 
are male.  The vast majority of the participants are under 
thirty years old (96%).  A little over 26% of the participants 
have an associate degree and a quarter of the respondents 
have a bachelor’s degree. 

TABLE I.  RESPONDENTS’ DEMOGRAPHIC INFORMATION 

 
 

Table II provides information about participants’ 
employment information.  About 82% percent of 
respondents are employed; among them 66% have a part-
time position and a little more than 15% have a full time 
job.  Job responsibility ranges from senior manager, middle 
manager to administrative support.  The length of tenure 
with the current company ranges from more than 20 years to 
less than a year. 

Table III provides the company information of the 
participants. Respondents’ industry includes retail and 
wholesale, healthcare and medicine, finance, information 
technology, education, real estate, telecommunication, 
military and others.   The company size can be as large as 
more than 1,000 people and as small as 20 or fewer. 

When the respondents were asked if his/her company 
had an explicit cybersecurity policy in place (Table III), 
about 40% of the participants answered “yes,” 17% 
answered “no,” and about 44% have no knowledge about 
their company’s information security policy.  

B. Constructs and Reliability 
The analysis consists of two steps.  Step one identifies 

relative factors that can be used as a foundation for 
developing new training methods and materials to improve 
employees’ awareness and skills to defend against cyber 
risks using factor analysis.  Step two investigates the 
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relationship between organizational security policy and 
individual employee’s behavior and beliefs toward 
cybersecurity issues using a one-way analysis of variance, 
ANOVA. 

TABLE II.  RESPONDENTS’ EMPLOYMENT INFORMATION 

 

TABLE III.  RESPONDENTS’ COMPANY INFORMATION 

 
 

We identified a total of ten theory-based constructs from 
an employee’s perspective.  Then, we apply a rigorous 
procedure for ensuring the psychometric adequacy of the 
resulting new multi-item measurement scales. Our 
hypotheses focus on the relationship among ten constructs. 
In this section, we provide evidence that the measurements 

of these constructs have been effective in terms of 
reliability.  All of the survey items that were used for the 
measurement of the constructs are listed in Table IV. 
Additionally, Table IV reports construct symbols, factors, 
survey questions, means, standard deviations, and Cronbach 
Alpha for each factor.  Empirical support for effective 
measurement is provided by a Cronbach Alpha.   

TABLE IV.  QUESTIONS AND RESULTS 

 

 
 

The reliabilities for perceived susceptibility was 
measured using four items and its Cronbach Alpha is 0.82 
(Table IV). The reliability for perceived vulnerability is 0.69 
and the reliability for perceived severity is 0.80.  The 
reliability for perceived benefits and barriers are 0.72 and 
0.76 respectively. The Cronbach Alpha value for costs is 
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0.44, which is below the acceptable value of 0.60. The 
reliability values for response efficacy, cues to action, and 
security self-efficacy are 0.83, 0.86, and 0.87 respectively. 
Finally, the reliability for peer behavior is 0.80.   

The result of factor analysis provides the explanation to 
our first research objective that is to examine the relative 
importance of the factors for developing new training 
methods and materials to improve employees’ awareness 
and skills to defend against cyber security risks.  

 
C. Results from AVONA Analysis  

The relationship between the cybersecurity policy at the 
organizational level and individual employee’s behavior and 
beliefs toward cybersecurity issues was analyzed using a 
one-way ANOVA, between group design. Since 
organizational explicit information security policy is a 
categorical variable with three groups, analysis of variance 
(ANOVA) is applied to analyze the association between 
security policy and employee’s behavior and beliefs. 
ANOVA is a statistical method for determining the 
existence of differences among several population means. 
Thus it is an appropriate method to analyze the differences 
of information security policy. Furthermore, the post hoc 
procedure, Tukey’s HSD test, is applied to compare the 
difference of the three groups related to cybersecurity policy 
availability. The three levels of security policy awareness 
(i.e. yes, no, and don’t know) are shown at the bottom of 
Table III.  The Analysis of Variance (ANOVA) revealed a 
significant effect for perceived susceptibility (F=6.09; p < 
0.05), perceived severity (F=2.98; p < 0.1), perceived cues 
to action (F=16.7; p < 0.001), perceived security self-
efficacy (F=5.53; p < 0.01) and perceived peer behavior (F= 
8.43; p < 0.001).  These results support hypotheses H1, H2, 
H3, H8, H9, and H10 that are proposed in section II. 

D. Comparison of With/Without Explicit Cybersecurity 
Policy at Organizational Level 

Step two specifies the relationship between the 
organizational level security policy and individual 
employee’s behavior and beliefs toward cybersecurity issues. 
Results from Tukey’s HSD test showed that employees who 
are aware of their organizational explicit cybersecurity 
policy feel much stronger about the importance of security 
breaches than those respondents whose companies either 
don’t have an explicit security policy or don’t know if their 
companies have one (Figure 2).  Employees in an 
organization that has explicit security policy also are more 
worried about security breaches (Figure 3).  Respondents in 
an organization that has explicit security policy reported that 
their companies have taken actions to improve their 
employees’ security awareness (Figure 4).  Figure 5 shows 
that respondents in an organization that has explicit security 
policy feel that they have responsibility to protect their 
personal information. These participants also know the 
measures to protect themselves.  At the same time, 
participants in an organization that has explicit security 
policy feel that their colleagues at work are more 
responsible for taking appropriate measures to protect their 
cybersecurity (Figure 6).   

 
Figure 2.  Post Hoc Analysis for Perceived Susceptibility 

(no-yes, sig < 0.05; yes-don’t know sig<0.05) 

 
Figure 3.  Post Hoc Analysis for Perceived Vulnerability 

(no-yes, sig < 0.05; yes-don’t know sig<0.05) 

 
Figure 4.  Post Hoc Analysis for Perceived Cues to Action 

(no-yes, sig < 0.05; yes-don’t know sig<0.05) 

 
Figure 5.  Post Hoc Analysis for Perceived Security Self-efficacy 

(yes-don’t know sig<0.05) 

The Post Hoc analysis provides an answer to our second 
objective (i.e. to explore the relationship between the 
availability of security policy at the organizational level and 
individual employee’s behavior and beliefs toward 
cybersecurity issues).  Our results show that employees in 
an organization that has an explicit security policy in place 
tend to be more worried about security breaches if they 
don’t adhere to the company’s information security policy 
and are more responsible for taking appropriate measures to 
protect cybersecurity of their organization. 
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Figure 6.  Post Hoc Analysis for Perceived Peer Behavior 

(no-yes, sig < 0.05; yes-don’t know sig<0.05) 

IV. CONCLUSIONS 
In this pilot study, we have (i) examined the relative 

importance of ten factors that will be used for developing 
new training methods and materials to improve employee’s 
awareness and skills to defend against cybersecurity risks, 
and (ii) investigated the relationship between the availability 
of cybersecurity policy and individual employee’s behavior 
and beliefs toward cybersecurity issues.  Six out of ten 
hypotheses that are proposed to test employee’s online 
security behavior and beliefs have been supported by the 
data that we collected using a survey instrument.   

Our results show that an explicit cybersecurity policy 
does positively affect employee’s behavior towards 
information security risks.  The insights drawn from this 
pilot study can be employed toward encouraging and 
enhancing employees’ cybersecurity behavior both in the 
workplace and outside the workplace. We hope the findings 
from this study will be used to help organizations develop 
more effective employee cybersecurity training and 
education programs and to help organizations to implement 
more effective cybersecurity policies.    
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